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ARLINGTON COUNTY, VIRGINIA 

OFFICE OF THE PURCHASING AGENT 
2100 CLARENDON BOULEVARD, SUITE 500 

ARLINGTON, VA 22201 
 
 

RIDER AGREEMENT NO. 23-DMF-R-298 
 

THIS  AGREEMENT (hereinafter “Agreement”) is made on this 28th day of July, 2022 between  PFM 
Group Consulting LLC (“Contractor”), an affiliate of PFM Financial Advisors LLC, a limited liability company with 
a place of business at 4350 North Fairfax Drive, Suite 580, Arlington, Virginia, 22203 and authorized to 
transact business in the Commonwealth of Virginia, and the County Board of Arlington County, Virginia 
(“County”). The County and the Contractor, for the consideration specified herein or specified in a County 
Purchase Order referencing this Agreement, agree as follows: 

 
 

1.  CONTRACT DOCUMENTS 
 
The Contract Documents consist of this Agreement and the County of Prince William Contract Number 
5017871, dated May 30, 2017, with PFM Financial Advisors, LLC (PFMFA) together with any exhibits and 
amendments issued or applicable thereto, Exhibit A (Nondisclosure and Data Security Agreement 
(Contractor) (collectively, “Contract Documents” or “Contract”). This Agreement rides a contract awarded 
to the Contractor by the County of Prince William and extended by the Contractor to the County on the 
same terms and conditions as the Contractor’s agreement with the County of Prince William. Where the 
terms of this Agreement vary from the terms and conditions of the other Contract Documents, the terms 
and conditions of this Agreement shall prevail. 

 
The Contract Documents set forth the entire agreement between the County and the Contractor. The 
County and the Contractor agree that no representative or agent of either of them has made any 
representation or promise with respect to the parties’ agreement which is not contained in the Contract 
Documents. 

 
2. CONTRACT TERM 
The Contractor’s provision of goods and services for the County (“Work”) shall commence upon the 
mutually agreed Scope of Work and shall be completed no later than the terms agreed upon by the parties or 
May 31, 2023 (“Contract Term”), whichever occurs first, subject to any modifications as provided for in the 
Contract Documents regarding the Contract Term. No aspect of the Work shall be deemed complete until 
it is accepted by the County’s Project Officer. 

 
Upon satisfactory performance by the Contractor, if the County of Prince William renews their agreement 
identified in Exhibit A, the County may elect to renew this Agreement under the same contract terms for 
four (4) one-year renewal periods from June 1, 2023, to May 31, 2027 (“Subsequent Contract Term”). 
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However, if the County of Prince William does NOT renew their agreement identified in Exhibit A, this 
Agreement shall automatically expire on the contract expiration date. 
 

3. PAYMENT 
Payment will be made by the County to the Contractor within forty-five (45) days after receipt by the 
County Project Officer of an invoice detailing the Work provided by the Contractor and accepted by the 
County. Each invoice must certify that the invoice submitted is a true and accurate accounting of the work 
performed and goods and/or services provided and must be signed and attested to by the Contractor or 
authorized designee. The Project Officer will either approve the invoice or require corrections. The 
number of the County Purchase Order pursuant to which authority goods or services have been performed 
or delivered shall appear on all invoices. 

 
4. SCOPE OF WORK 

The County has requested that Contractor provide consulting services and Contractor and the County agree 
that the services will be provided through PFMFA’s affiliate, PFM Group Consulting LLC (“PFMGC”). PFMGC 
agrees to perform the services described in the Contract Documents (hereinafter “the Work”).   The primary 
purpose of the Work is to provide collective bargaining support services to the County which will be 
documented in a writing. The documentation shall include the work to be provided by PFMGC, the 
compensation for the Work, and that staff members of PFMGC will perform the Work. All work and 
compensation provided under this agreement shall require the approval of the parties. 
 

The Contract Documents set forth the minimum Work estimated by the County and the Contractor to be 
necessary to complete the Work. It shall be the Contractor’s responsibility, at the Contractor’s sole cost, 
to provide the specific Work set forth in the Contract Documents sufficient to fulfill the purposes of the 
Work. Nothing in the Contract Documents shall be construed to limit the Contractor’s responsibility to 
manage the details and execution of the Work. 

 
5.  PROJECT OFFICER 
The performance of the Work is subject to the review and approval of the County Project Officer (“Project 
Officer”) who shall be appointed by the Director of the Arlington County department or agency which 
seeks to obtain the Work pursuant to this Contract. However, it shall be the responsibility of the 
Contractor to manage the details of the execution and performance of its Work pursuant to the Contract 
Documents. 

 
6. COUNTY PURCHASE ORDER REQUIREMENT 
County purchases are authorized only if a County Purchase Order is issued in advance of the transaction. 
A Purchase Order must indicate that the ordering agency has sufficient funds available to pay for the 
purchase. Such a Purchase Order is to be provided to the Contractor by the ordering agency. The County 
will not be liable for payment for any purchases made by its employees without appropriate purchase 
authorization issued by the County Purchasing Agent. If the Contractor provides goods or services without 
a signed County Purchase Order, it does so at its own risk and expense. 

 

7. NON-APPROPRIATION 
All funds for payments by the County to the Contractor pursuant to this Contract are subject to the 
availability of an annual appropriation for this purpose by the County Board of Arlington County, Virginia. 
In the event of non-appropriation of funds by the County Board of Arlington County, Virginia for the goods 
or services provided under this Contract or substitutes for such goods or services which are as advanced 
or more advanced in their technology, the County will terminate the Contract, without termination charge 
or other liability to the County, on the last day of the then current fiscal year or when the appropriation 
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made for the then current year for the services covered by this Contract is spent, whichever event occurs 
first. If funds are not appropriated at any time for the continuation of this Contract, cancellation will be 
accepted by the Contractor on thirty (30) days prior written notice, but failure to give such notice shall be 
of no effect and the County shall not be obligated under this Contract beyond the date of termination 
specified in the County’s written notice. 
 

8. DATA SECURITY AND PROTECTION 
The Contractor will hold County Information, as defined below, in the strictest confidence and will comply 
with all applicable County security and network resources policies, as well as all local, state and federal 
laws and regulatory requirements concerning data privacy and security. The Contractor must develop, 
implement, maintain, continually monitor and use appropriate administrative, technical and physical 
security measures to control access to and to preserve the confidentiality, privacy, integrity and 
availability of all electronically maintained or transmitted information received from or created or 
maintained on behalf of the County. For purposes of this provision, and as more fully described in this 
Contract and in the County’s Non-Disclosure and Data Security Agreement (NDA), “County Information” 
includes, but is not limited to, electronic information; documents; data; images; financial records; 
personally identifiable information; personal health information (PHI); personnel, educational, voting, 
registration, tax and assessment records; information related to public safety; County networked 
resources; and County databases, software and security measures that are created, maintained, 
transmitted or accessed to perform the Work under this Contract. 

 
(a)  County’s Non-Disclosure and Data Security Agreement. The Contractor and its Designees 

(Contractor Designees shall include, but shall not be limited to, all Contractor-controlled 
agents or subcontractors working on-site at County facilities or otherwise performing any 
work under this Contract) must sign the NDA (Exhibit C) before performing any work or 
obtaining or permitting access to County networked resources, application systems or 
databases. The Contractor will make copies of the signed NDAs available to the County Project 
Officer upon request. 

 
(b) Use of Data. The Contractor will ensure against any unauthorized use, distribution or 

disclosure of or access to County Information and County networked resources by itself or its 
Designees. Use of County Information other than as specifically outlined in the Contract 
Documents is strictly prohibited. The Contractor will be solely responsible for any 
unauthorized use, reuse, distribution, transmission, manipulation, copying, modification, 
access to or disclosure of County Information and for any non-compliance with this provision 
by itself or by its Designees. 

 

(c) Data Protection. The Contractor will protect the County’s Information according to standards 
established by federal law and Commonwealth of Virginia statutes including but not limited 
to the Government Data Collection and Dissemination Practices Act, Chapter 38 of Title 2.2 of 
the Code of Virginia (§ 2.2-3800 and 2.2-3803), Administration of systems including personal 
information; Internet privacy policy; exceptions, Code of Virginia, § 2.2-3803, and the Virginia 
Freedom of Information Act § 2.2-3700, et seq., and will adhere to industry best practices 
including the National Institute of Standards and Technology (NIST) SP 800-53 Security and 
Privacy Controls for Information Systems and Organizations and the Payment Card Industry 
Data Security Standard (PCI DSS), as applicable, and no less rigorously than it protects its own 
data and proprietary or confidential information. The Contractor must provide to the County 
a copy of its data security policy and procedures for securing County Information and a copy 
of its disaster recovery plan(s). If requested by the County, the Contractor must also provide 
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annually the results of an internal Information Security Risk Assessment provided by an 
outside firm. 

 

(d) Security Requirements. The Contractor must maintain the most up-to-date anti-virus 
programs, industry-accepted firewalls and other protections on its systems and networking 
equipment. The Contractor certifies that all systems and networking equipment that support, 
interact with or store County Information meet the above standards and industry best 
practices for physical, network and system security requirements. Devices (laptops, mobile 
phones, printers, copiers, fax machines, or similar) that store County Data utilize encryption. 
The County’s Chief Information Security Officer or designee must approve any deviation from 
these standards. The downloading of County information onto devices, other portable storage 
media or services such as personal e-mail, Dropbox etc. is prohibited without the written 
authorization of the County’s Chief Information Security Officer or designee. 

 
(e) Conclusion of Contract. Within 30 days after the termination, cancellation, expiration or other 

conclusion of the Contract, the Contractor must, at no cost to the County, return all County 
Information to the County in a format defined by the County Project Officer. The County may 
request that the Information be destroyed. The Contractor is responsible for ensuring the 
return and/or destruction of all Information that is in the possession of its subcontractors or 
agents. The Contractor must certify completion of this task in writing to the County Project 
Officer. 

 
(f) Notification of Security Incidents. The Contractor must notify the County Chief Information 

Officer and County Project Officer within 24 hours of the discovery of any intended or 
unintended access to or use or disclosure of County Information. 

 
(g) Subcontractors. If subcontractors are permitted under this Contract, the requirements of this 

entire section must be incorporated into any agreement between the Contractor and the 
subcontractor. If the subcontractor will have access to County Information, each 
subcontractor must provide to the Contractor a copy of its data security policy and procedures 
for securing County Information and a copy of its disaster recovery plan(s). 

 
9. COVID-19 VACCINATION POLICY FOR CONTRACTORS 
Due to the ongoing COVID-19 pandemic, the County has taken various steps to protect the welfare, health, 
safety, and comfort of the workforce and public at large. As part of these steps, the County has 
implemented various requirements with respect to health and safety including policies with respect to 
social distancing, the use of face-coverings and vaccine mandates. To protect the County’s workforce and 
the public at large, all employees and subcontractors of the Contractor who are assigned to this Contract 
should be fully vaccinated against COVID-19. Any Contractor employee or subcontractor who is not fully 
vaccinated should be following a weekly testing protocol  as established by the Contractor, unless exempt 
pursuant to a valid reasonable accommodation under state or federal law. 

 
10. APPLICABLE LAW, FORUM, VENUE AND JURISDICTION 
This Agreement and the work performed hereunder shall be governed in all respects by the laws of the 
Commonwealth of Virginia, and the jurisdiction, forum, and venue for any litigation with respect thereto 
shall be in the Circuit Court for Arlington County, Virginia, and in no other court. In performing its Work 
pursuant to this Contract, the Contractor shall comply with applicable federal, state, and local laws, 
ordinances and regulations. 
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11. NOTICES 
Unless otherwise provided herein, all notices and other communications required by this Contract shall 
be deemed to have been given when made in writing and either (a) delivered in person, (b) delivered by 
an agent, such as an overnight or similar delivery service, or (c) deposited in the United States mail, 
postage prepaid, certified or registered, addressed as follows: 

 

TO THE CONTRACTOR: 
JoAnne Carter 
PFM Financial Advisors, LLC 
4350 North Fairfax Drive, Suite 580 
Arlington, Virginia, 22203 
Phone: (571) 527 - 5140 
Email: carterj@pfm.com 

 

TO PFM GROUP CONSULTING LLC: 
Michael Nadol 
PFM Group Consulting LLC 
1735 Market Street, 42nd Floor 
Phone: 215-557-1433 
Email: nadolm@pfm.com 

 

TO THE COUNTY: 
Michelle Cowan 
Deputy County Manager 
2100 Clarendon Boulevard, Suite 302 
Arlington, Virginia 22201 
Phone: 703-228-5023 
Email: mcowan@arlingtonva.us 

 

AND 
 

Dr. Sharon T. Lewis, LL.M, MPS, VCO, CPPB 
Purchasing Agent 
Arlington County, Virginia 
2100 Clarendon Boulevard, Suite 500 
Arlington, Virginia 22201 
Phone: (703) 228-3294 
Email: slewis1@arlingtonva.us 

 

TO THE COUNTY MANAGER’S OFFICE (FOR PROJECT CLAIMS): 
Mark Schwartz, County Manager 
Arlington County, Virginia 
2100 Clarendon Boulevard, Suite 318 
Arlington, Virginia 22201 

 
12. ARLINGTON COUNTY BUSINESS LICENSES 
The Contractor must comply with the provisions of Chapter 11 (“Licenses”) of the Arlington County Code, 
if applicable. For information on the provisions of that Chapter and its applicability to this Contract, the 
Contractor must contact the Arlington County Business License Division, Office of the Commissioner of 
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the Revenue, 2100 Clarendon Blvd., Suite 200, Arlington, Virginia, 22201, telephone number (703) 228- 
3060, or e-mail business@arlingtonva.us. 

 

13. COUNTERPARTS 
This Agreement may be executed in one or more counterparts and all of such counterparts shall together 
constitute one and the same instrument. Original signatures transmitted and received via facsimile or 
other electronic transmission, (e.g., PDF or similar format) are true and valid signatures for all purposes 
hereunder and shall be effective as delivery of a manually executed original counterpart. 

 
 

WITNESS these signatures: 
 
 

THE COUNTY BOARD OF ARLINGTON PFM FINANCIAL ADVISORS LLC 
COUNTY, VIRGINIA 

 
 

AUTHORIZED AUTHORIZED 
SIGNATURE:   SIGNATURE:  _________________________ 

 

NAME:  DR. SHARON T. LEWIS NAME: 

 
  TITLE: PURCHASING AGENT                                TITLE:  _________________________________ 
 
  DATE: _________________                                      DATE: ___________________ 
 
 
 
 
PFM GROUP CONSULTING LLC 
 
 
AUTHORIZED 
SIGNATURE:  _____________________     
 
NAME:   Michael Nadol    
 
TITLE: Managing Director 
 
DATE: _________________     
 

 
 
 
 
 

DocuSign Envelope ID: 635F48F0-DA1D-452E-8DBF-98D1CADF605E

7/29/2022

Managing Director

JoAnne Carter

7/30/2022

7/30/2022

mailto:business@arlingtonva.us


7 

Rider Agreement No. 23-DMF-R-298 

 

 

 

EXHIBIT A 
 

NONDISCLOSURE AND DATA SECURITY AGREEMENT 
(CONTRACTOR) 

 

The undersigned, an authorized agent of the Contractor and on behalf of PFM Financial Advisors, LLC 
(“Contractor”), hereby agrees that the Contractor will hold County-provided information, documents, 
data, images, records and the like confidential and secure and protect them against loss, misuse, 
alteration, destruction or disclosure. This includes, but is not limited to, the information of the County, its 
employees, contractors, residents, clients, patients, taxpayers and property as well as information that 
the County shares with the Contractor for testing, support, conversion or other services provided under 
Arlington County Agreement No. 23-DMF-R-298 (the “Project” or “Main Agreement”) or that may be 
accessed through other County-owned or -controlled databases (all of the above collectively referred to 
as “County Information” or “Information”). 

 
In addition to the DATA SECURITY obligations set in the County Agreement, the Contractor agrees that it 
will maintain the privacy and security of County Information, control and limit internal access and 
authorization for access to such Information and not divulge or allow or facilitate access to County 
Information for any purpose or by anyone unless expressly authorized. This includes, but is not limited to, 
any County Information that in any manner describes, locates or indexes anything about an individual, 
including, but not limited to, his/her (“his”) Personal Health Information, treatment, disability, services 
eligibility, services provided, investigations, real or personal property holdings and his education, financial 
transactions, medical history, ancestry, religion, political ideology, criminal or employment record, social 
security number, tax status or payments, date of birth, address, phone number or anything that affords a 
basis for inferring personal characteristics, such as finger and voice prints, photographs, or things done by 
or to such individual, or the record of his presence, registration, or membership in an organization or 
activity, or admission to an institution. 

 
Contractor also agrees that it will not directly or indirectly use or facilitate the use or dissemination of 
County information (whether intentionally or by inadvertence, negligence or omission and whether 
verbally, electronically, through paper transmission or otherwise) for any purpose other than that directly 
associated with its work under the Project. The Contractor acknowledges that any unauthorized use, 
dissemination or disclosure of County Information is prohibited and may also constitute a violation of 
Virginia or federal laws, subjecting it or its employees to civil and/or criminal penalties. 

 

Contractor agrees that it will not divulge or otherwise facilitate the disclosure, dissemination or access to 
or by any unauthorized person, for any purpose, of any Information obtained directly, or indirectly, as a 
result of its work on the Project. The Contractor shall coordinate closely with the County Project Officer 
to ensure that its authorization to its employees or approved subcontractors is appropriate and tightly 
controlled and that such person/s also maintain the security and privacy of County Information and the 
integrity of County-networked resources. 

 
Contractor agrees to take strict security measures to ensure that County Information is kept secure; is 
properly stored in accordance with industry best practices, and if stored is encrypted ; and is otherwise 
protected from retrieval or access by unauthorized persons or for unauthorized purposes. Any device or 
media on which County Information is stored, even temporarily, will have strict encryption, security, and 
access control. Any County Information that is accessible will not leave Contractor’s work site or the 
County’s physical facility, if the Contractor is working onsite, without written authorization of the County 
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Project Officer. If remote access or other media storage is authorized, the Contractor is responsible for 
the security of such storage device or paper files. 

 
Contractor will ensure that any laptops, PDAs, netbooks, tablets, thumb drives or other media storage 
devices, as approved by the County and connected to the County network, are secure and free of all 
computer viruses, and running the latest version of an industry-standard virus protection program. The 
Contractor will ensure that all user accounts and passwords used by its employees or subcontractors are 
robust, protected and not shared. The Contractor will not download any County Information except as 
agreed to by the parties and then only onto a County-approved device. The Contractor understands that 
downloading onto a personally owned device or service, such as personal e-mail, Dropbox, etc., is 
prohibited. 

 
Contractor agrees that it will notify the County Project Officer immediately upon discovery or becoming 
aware or suspicious of any unauthorized disclosure of County Information, security breach, hacking or 
other breach of this agreement, the County’s or Contractor’s security policies, or any other breach of 
Project protocols concerning data security or County Information. The Contractor will fully cooperate with 
the County to regain possession of any Information and to prevent its further disclosure, use or 
dissemination. The Contractor also agrees to promptly notify others of a suspected or actual breach if 
requested. 

 
The Contractor agrees that all duties and obligations enumerated in this Agreement also extend to its 
employees, agents or subcontractors who are given access to County information. Breach of any of the 
above conditions by Contractor’s employees, agents or subcontractors shall be treated as a breach by the 
Contractor. The Contractor agrees that it shall take all reasonable measures to ensure that its employees, 
agents and subcontractors are aware of and abide by the terms and conditions of this agreement and 
related data security provisions in the Main Agreement. 

 

It is the intent of this NonDisclosure and Data Security Agreement to ensure that the Contractor has the 
highest level of administrative safeguards, information security, disaster recovery and other best practices 
in place to ensure confidentiality, protection, privacy and security of County information and County- 
networked resources and to ensure compliance with all applicable local, state and federal laws or 
regulatory requirements. Therefore, to the extent that this NonDisclosure and Data Security Agreement 
conflicts with the Main Agreement or with any applicable local, state, or federal law, regulation or 
provision, the more stringent requirement, law, regulation or provision controls. 

 

At the conclusion of the Project, the Contractor agrees to return all County Information to the County 
Project Officer. These obligations remain in full force and effect throughout the Project and shall survive 
any termination of the Main Agreement. 

 
Authorized Signature:                                                                                                                  

Printed Name and Title: 
JoAnne Carter Managing Director

 

Date:   
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